
CHAPTER 2. CLASSICAL ENCRYPTION TECHNIQUES

Symmetric Cipher Model:

A symmetric encryption scheme has five ingredients:

 Plaintext: This is the original intelligible message or data that is fed into the 

algorithm as input.

 Encryption algorithm: The encryption algorithm performs various substitutions and 

transformations on the plaintext.

 Secret key: The secret key is also input to the encryption algorithm. The key is a 

value independent of the plaintext and of the algorithm. The algorithm will produce a 

different output depending on the specific key being used at the time. 

 Ciphertext: This is the scrambled message produced as output. It depends on the 

plaintext and the secret key.

 Decryption algorithm: This is essentially the encryption algorithm run in reverse. It 

takes the ciphertext and the secret key and produces the original plaintext.

There are two requirements for secure use of conventional encryption:



1. We need a strong encryption algorithm. At a minimum, we would like the 

algorithm to be such that an opponent who knows the algorithm and has access to 

one or more ciphertexts would be unable to decipher the ciphertext or figure out the 

key.

2. Sender and receiver must have obtained copies of the secret key in a secure 

fashion and must keep the key secure.

Cryptography

Cryptographic systems are characterized along three independent dimensions:

      1. The type of operations used for transforming plaintext to ciphertext. All

encryption algorithms are based on two general principles: substitution, in which 

each element in the plaintext (bit, letter, group of bits or letters) is mapped into 

another element, and transposition, in which elements in the plaintext are 

rearranged. The fundamental requirement is that no information be lost.

     2. The number of keys used. If both sender and receiver use the same key, the

            system is referred to as symmetric, single-key, secret-key, or conventional 

encryption. If the sender and receiver use different keys, the system is referred to as

           asymmetric, two-key, or public-key encryption.

      3. The way in which the plaintext is processed. A block cipher processes the

            input one block of elements at a time, producing an output block for each

            input block. A  stream cipher processes the input elements continuously,

            producing output one element at a time, as it goes along.

Cryptanalysis

There are two general approaches to attacking a conventional encryption scheme:

Cryptanalysis: Cryptanalytic attacks rely on the nature of the algorithm plus perhaps 

some knowledge of the general characteristics of the plaintext.



Brute-force attack: The attacker tries every possible key on a piece of ciphertext until an 

intelligible translation into plaintext is obtained. On average, half of all possible keys must 

be tried to achieve success.

An encryption scheme is unconditionally secure if the ciphertext generated by the 

scheme does not contain enough information to determine uniquely the corresponding 

plaintext, no matter how much ciphertext is available.

 The cost of breaking the cipher exceeds the value of the encrypted information.
 The time required to break the cipher exceeds the useful lifetime of the 

information.

An encryption scheme is said to be computationally secure if either of the foregoing two 

criteria are met. 

Substitution Techniques:

The two basic building blocks of all encryption techniques are substitution and 

transposition.

A substitution technique is one in which the letters of plaintext are replaced by 

other letters or by numbers or symbols.

Caesar Cipher:

The Caesar cipher involves replacing each letter of the alphabet with the letter 

standing three places further down the alphabet. For example,

            plain:  meet     me after        the     toga      party

cipher: PHHW PH DIWHU WKH WRJD SDUWB

C = E (3,p) = (p + 3) mod 26

C = E (k,p) = (p + k) mod 26,    p=D(k,C) mod 26



Three important characteristics of this problem enabled us to use a brute-force 
cryptanalysis:

1. The encryption and decryption algorithms are known.

2. There are only 25 keys to try.

3. The language of the plaintext is known and easily recognizable.

Monoalphabetic Ciphers:

If, instead, the "cipher" line can be any permutation of the 26 alphabetic characters, 

then there are 26! possible keys. This is referred to as a monoalphabetic substitution 

cipher, because a single cipher alphabet (mapping from plain alphabet to cipher alphabet) 

is used per message.

Playfair Cipher:

The Playfair algorithm is based on the use of a 5 x 5 matrix of letters constructed using a 
keyword.

MM OO NN AA RR

CC HH YY BB DD

EE FF GG II//JJ KK

LL PP QQ SS TT

UU VV WW XX ZZ
 Repeating plaintext letters that are in the same pair are separated with a filler letter, 

such as x, so that balloon would be treated as ba lx lo on.

 Two plaintext letters that fall in the same row of the matrix are each replaced by the 

letter to the right, with the first element of the row circularly following the last. For 

example, ar is encrypted as RM.



 Two plaintext letters that fall in the same column are each replaced by the letter 

beneath, with the top element of the column circularly following the last. mu is 

encrypted as CM.

 Otherwise, each plaintext letter in a pair is replaced by the letter that lies in its own 

row and the column occupied by the other plaintext letter. Thus, hs becomes BP and 

ea becomes IM (or JM, as the encipherer wishes).

Polyalphabetic Ciphers:



To encrypt a message, a key is needed that is as long as the message. Usually, the key is a 

repeating keyword. For example, if the keyword is deceptive, the message "we are 

discovered save yourself" is encrypted as follows:

key:                deceptivedeceptivedeceptive

plaintext:       wearediscoveredsaveyourself

ciphertext:      ZICVTWQNGRZGVTWAVZHCQYGLMGJ

Decryption is equally simple. The key letter again identifies the row. The position 

of the ciphertext letter in that row determines the column, and the plaintext letter is at the 

top of that column.

One-Time Pad:

The key is to be used to encrypt and decrypt a single message, and then is 

discarded. Each new message requires a new key of the same length as the new message. 

Such a scheme, known as a one-time pad, is unbreakable.

The one-time pad offers complete security but, in practice, has two fundamental 

difficulties:

1. There is the practical problem of making large quantities of random keys. 

2. Even more daunting is the problem of key distribution and protection. For every 

message to be sent, a key of equal length is needed by both sender and receiver. 

Transposition Techniques:

A very different kind of mapping is achieved by performing some sort of 

permutation on the plaintext letters. This technique is referred to as a transposition cipher.

The simplest such cipher is the rail fence technique, in which the plaintext is 

written down as a sequence of diagonals and then read off as a sequence of rows. For 



example, to encipher the message "meet me after the toga party" with a rail fence of depth 

2, we write the following:

       m e m a t r h t g p r y
          e t e f e t e o a a t

The encrypted message is MEMATRHTGPRYETEFETEOAAT

A more complex scheme is to write the message in a rectangle, row by row, and 

read the message off, column by column, but permute the order of the columns. The order 

of the columns then becomes the key to the algorithm. For example,

   Key:             4 3 1 2 5  6 7
   Plaintext:     a t  t  a c   k p
                        o s   t p o   n e
                       d u  n t   i   l   t
                        w o  a m x y  z

   Ciphertext:    TTNAAPTMTSUOAODWCOIXKNLYPETZ

Steganography:

 Character marking: Selected letters of printed or typewritten text are overwritten 

in pencil. The marks are ordinarily not visible unless the paper is held at an angle to 

bright light.

 Invisible ink: A number of substances can be used for writing but leave no visible 

trace until heat or some chemical is applied to the paper.

 Pin punctures: Small pin punctures on selected letters are ordinarily not visible 

unless the paper is held up in front of a light.

 Typewriter correction ribbon: Used between lines typed with a black ribbon, the 

results of typing with the correction tape are visible only under a strong light.

*******
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