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CHAPTER 6.  SYMMETRIC CIPHERS

 Multiple encryption is a technique in which an encryption algorithm is used multiple 

times. 

 In the first instance, plaintext is converted to ciphertext using the encryption 

algorithm. 

 This ciphertext is then used as input and the algorithm is applied again. This process 

may be repeated through any number of stages.

6.1. Multiple Encryption and Triple DES

Double DES

The simplest form of multiple encryption has two encryption stages and two keys. Given 

a plaintext P and two encryption keys K1 and K2, ciphertext C is generated as

C = E(K2, E(K1, P))

Figure 6.1. Multiple Encryption
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Decryption requires that the keys be applied in reverse order:

P = D(K1, D(K2, C))

For DES, this scheme apparently involves a key length of 56 x 2 = 112 bits, of resulting 

in a dramatic increase in cryptographic strength. 

Triple DES with Two Keys

An obvious counter to the meet-in-the-middle attack is to use three stages of 
encryption with three different keys. 

It has the drawback of requiring a key length of 56 x 3 = 168 bits, which may be 
somewhat unwieldy.

As an alternative, Tuchman proposed a triple encryption method that uses only 
two keys. The function follows an encrypt-decrypt-encrypt (EDE) sequence 

                C = E(K1, D(K2, E(K1, P)))
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6.2 Block Cipher Modes of Operation

 A mode of operation is a technique for enhancing the effect of a cryptographic 

algorithm. 

 The four modes are intended to cover virtually all the possible applications of 

encryption for which a block cipher could be used. 

Electronic Codebook Mode

 The simplest mode is the electronic codebook (ECB) mode, in which plaintext is 

handled one block at a time and each block of plaintext is encrypted using the same 

key.

 The term codebook is used because, for a given key, there is a unique ciphertext for 

every b-bit block of plaintext. 

 For a message longer than b bits, the procedure is simply to break the message into b-

bit blocks, padding the last block if necessary. 
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Advantages:

 The ECB method is ideal for a short amount of data, such as an encryption key. 

Thus, if you want to transmit a DES key securely, ECB is the appropriate mode to 

use.

 The most significant characteristic of ECB is that the same b-bit block of plaintext, 

if it appears more than once in the message, always produces the same ciphertext.

Disadvantages:

 For lengthy messages, the ECB mode may not be secure. If the message is highly 

structured, it may be possible for a cryptanalyst to exploit these regularities. 

 For example, if it is known that the message always starts out with certain 

predefined fields, then the cryptanalyst may have a number of known plaintext-

ciphertext pairs to work with.

Cipher Block Chaining Mode

 To overcome the security deficiencies of ECB, we would like a technique in which 

the same plaintext block, if repeated, produces different ciphertext blocks.

 A simple way to satisfy this requirement is the cipher block chaining (CBC) mode.

 In this scheme, the input to the encryption algorithm is the XOR of the current 

plaintext block and the preceding ciphertext block; the same key is used for each 

block.

 In effect, we have chained together the processing of the sequence of plaintext 

blocks.
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For decryption, each cipher block is passed through the decryption algorithm. The 

result is XORed with the preceding ciphertext block to produce the plaintext block. To 

see that this works, we can write

Cj = E(K, [Cj-1 ⊕Pj])

Then

D(K, Cj) = D(K, E(K, [Cj-1 ⊕Pj]))

D(K, Cj) = Cj-1 ⊕Pj

Cj-1 ⊕D(K, Cj) = Cj-1 ⊕Cj-1 ⊕Pj = Pj
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Initilization Vector:

 To produce the first block of ciphertext, an initialization vector (IV) is XORed with 

the first block of plaintext.

 On decryption, the IV is XORed with the output of the decryption algorithm to 

recover the first block of plaintext. 

 The IV must be known to both the sender and receiver but be unpredictable by a third 

party.

 For maximum security, the IV should be protected against unauthorized changes. 

One reason for protecting the IV is as follows: 

If an opponent is able to fool the receiver into using a different value for IV, then 

the opponent is able to invert selected bits in the first block of plaintext. To see this, 

consider the following:

C1 = E (K, [IV ⊕P1])

P1 = IV ⊕ D (K, C1)

Now use the notation that X [i] denotes the i th bit of the b-bit quantity X. Then

P1[i] = IV[i] ⊕ D (K, C1) [i]

Then, using the properties of XOR, we can state

P1[i]' = IV[i]' ⊕ D (K, C1)[i]

 where the prime notation denotes bit complementation. This means that if an 

opponent can predictably change bits in IV, the corresponding bits of the received 

value of P1 can be changed.
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 In conclusion, because of the chaining mechanism of CBC, it is an appropriate mode 

for encrypting messages of length greater than b bits.

Cipher Feedback Mode

The DES scheme is essentially a block cipher technique that uses b-bit blocks.

However, it is possible to convert DES into a stream cipher, using either the cipher 

feedback (CFB) or the output feedback mode. A stream cipher eliminates the need to pad 

a message to be an integral number of blocks. Thus, if a character stream is being 

transmitted, each character can be encrypted and transmitted immediately using a 

character-oriented stream cipher.

One desirable property of a stream cipher is that the ciphertext be of the same 

length as the plaintext. In figure, it is assumed that the unit of transmission is s bits; a 

common value is s = 8. As with CBC, the units of plaintext are chained together, so that 

the ciphertext of any plaintext unit is a function of all the preceding plaintext. 
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 First, consider encryption. The input to the encryption function is a b-bit shift register 

that is initially set to some initialization vector (IV). 

 The leftmost (most significant) s bits of the output of the encryption function are 

XORed with the first segment of plaintext P1 to produce the first unit of ciphertext 

C1, which is then transmitted. 

 In addition, the contents of the shift register are shifted left by s bits and C1 is placed 

in the rightmost (least significant) s bits of the shift register. 

 This process continues until all plaintext units have been encrypted.

For decryption, the same scheme is used, except that the received ciphertext unit is 
XORed with the output of the encryption function to produce the plaintext unit.
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Output Feedback Mode

 The output feedback (OFB) mode is similar in structure to that of CFB.

 As can be seen, it is the output of the encryption function that is fed back to the shift 

register in OFB, whereas in CFB the ciphertext unit is fed back to the shift register.
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Advantage of OFB:

 One advantage of the OFB method is that bit errors in transmission do not propagate.

 For example, if a bit error occurs in C1 only the recovered value of is P1 affected; 

subsequent plaintext units are not corrupted.

 With CFB, C1 also serves as input to the shift register and therefore causes additional 

corruption downstream.

Disadvantage of OFB:

The disadvantage of OFB is that it is more vulnerable to a message stream 

modification attack than is CFB. Consider that complementing a bit in the ciphertext 

complements the corresponding bit in the recovered plaintext. This may make it possible 

for an opponent, by making the necessary changes to the checksum portion of the 

message as well as to the data portion, to alter the ciphertext in such a way that it is not 

detected by an error-correcting code.

Counter Mode

 A counter, equal to the plaintext block size is used. The only requirement is that the 

counter value must be different for each plaintext block that is encrypted. 

 Typically, the counter is initialized to some value and then incremented by 1 for each 

subsequent block (modulo 2b where b is the block size). 

 For encryption, the counter is encrypted and then XORed with the plaintext block to 

produce the ciphertext block; there is no chaining.
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 For decryption, the same sequence of counter values is used, with each encrypted 

counter XORed with a ciphertext block to recover the corresponding plaintext block.

Advantages of CTR mode:

 Hardware and software efficiency: Unlike the three chaining modes, encryption (or 

decryption) in CTR mode can be done in parallel on multiple blocks of plaintext or 

ciphertext. 

 Preprocessing: The execution of the underlying encryption algorithm does not 

depend on input of the plaintext or ciphertext. Therefore, if sufficient memory is 

available and security is maintained.
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 Random access: The i th block of plaintext or ciphertext can be processed in 

random-access fashion. With the chaining modes, block Ci cannot be computed until 

the i - 1 prior block are computed. 

 Provable security: It can be shown that CTR is at least as secure as the other modes 

discussed in this section.

 Simplicity: Unlike ECB and CBC modes, CTR mode requires only the 

implementation of the encryption algorithm and not the decryption algorithm. 

*******
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· Multiple encryption is a technique in which an encryption algorithm is used multiple times. 

· In the first instance, plaintext is converted to ciphertext using the encryption algorithm. 

· This ciphertext is then used as input and the algorithm is applied again. This process may be repeated through any number of stages.

6.1. Multiple Encryption and Triple DES

Double DES

The simplest form of multiple encryption has two encryption stages and two keys. Given a plaintext P and two encryption keys K1 and K2, ciphertext C is generated as

C = E(K2, E(K1, P))



Figure 6.1. Multiple Encryption





Decryption requires that the keys be applied in reverse order:

P = D(K1, D(K2, C))

For DES, this scheme apparently involves a key length of 56 x 2 = 112 bits, of resulting in a dramatic increase in cryptographic strength. 

Triple DES with Two Keys

An obvious counter to the meet-in-the-middle attack is to use three stages of encryption with three different keys. 

It has the drawback of requiring a key length of 56 x 3 = 168 bits, which may be somewhat unwieldy.

	As an alternative, Tuchman proposed a triple encryption method that uses only two keys. The function follows an encrypt-decrypt-encrypt (EDE) sequence 

                C = E(K1, D(K2, E(K1, P)))



6.2 Block Cipher Modes of Operation

· A mode of operation is a technique for enhancing the effect of a cryptographic algorithm. 

· The four modes are intended to cover virtually all the possible applications of encryption for which a block cipher could be used. 

Electronic Codebook Mode

· The simplest mode is the electronic codebook (ECB) mode, in which plaintext is handled one block at a time and each block of plaintext is encrypted using the same key.

· The term codebook is used because, for a given key, there is a unique ciphertext for every b-bit block of plaintext. 

· For a message longer than b bits, the procedure is simply to break the message into b-bit blocks, padding the last block if necessary. 

· 



Advantages:

· The ECB method is ideal for a short amount of data, such as an encryption key. Thus, if you want to transmit a DES key securely, ECB is the appropriate mode to use.

· The most significant characteristic of ECB is that the same b-bit block of plaintext, if it appears more than once in the message, always produces the same ciphertext.

Disadvantages:

· For lengthy messages, the ECB mode may not be secure. If the message is highly structured, it may be possible for a cryptanalyst to exploit these regularities. 

· For example, if it is known that the message always starts out with certain predefined fields, then the cryptanalyst may have a number of known plaintext-ciphertext pairs to work with.

Cipher Block Chaining Mode

· To overcome the security deficiencies of ECB, we would like a technique in which the same plaintext block, if repeated, produces different ciphertext blocks.

· A simple way to satisfy this requirement is the cipher block chaining (CBC) mode.

· In this scheme, the input to the encryption algorithm is the XOR of the current plaintext block and the preceding ciphertext block; the same key is used for each block.

· In effect, we have chained together the processing of the sequence of plaintext blocks.



For decryption, each cipher block is passed through the decryption algorithm. The result is XORed with the preceding ciphertext block to produce the plaintext block. To see that this works, we can write

Cj = E(K, [Cj-1 Pj])

Then

D(K, Cj) = D(K, E(K, [Cj-1 Pj]))

D(K, Cj) = Cj-1 Pj

Cj-1 D(K, Cj) = Cj-1 Cj-1 Pj = Pj



Initilization Vector:

· To produce the first block of ciphertext, an initialization vector (IV) is XORed with the first block of plaintext.

· On decryption, the IV is XORed with the output of the decryption algorithm to recover the first block of plaintext. 

· The IV must be known to both the sender and receiver but be unpredictable by a third party.

· For maximum security, the IV should be protected against unauthorized changes. 

One reason for protecting the IV is as follows: 

	If an opponent is able to fool the receiver into using a different value for IV, then the opponent is able to invert selected bits in the first block of plaintext. To see this, consider the following:

C1 = E (K, [IV P1])

P1 = IV D (K, C1)

Now use the notation that X [i] denotes the i th bit of the b-bit quantity X. Then

P1[i] = IV[i] D (K, C1) [i]

Then, using the properties of XOR, we can state

P1[i]' = IV[i]'  D (K, C1)[i]

· where the prime notation denotes bit complementation. This means that if an opponent can predictably change bits in IV, the corresponding bits of the received value of P1 can be changed.

· In conclusion, because of the chaining mechanism of CBC, it is an appropriate mode for encrypting messages of length greater than b bits.

Cipher Feedback Mode

	The DES scheme is essentially a block cipher technique that uses b-bit blocks. However, it is possible to convert DES into a stream cipher, using either the cipher feedback (CFB) or the output feedback mode. A stream cipher eliminates the need to pad a message to be an integral number of blocks. Thus, if a character stream is being transmitted, each character can be encrypted and transmitted immediately using a character-oriented stream cipher.

	One desirable property of a stream cipher is that the ciphertext be of the same length as the plaintext. In figure, it is assumed that the unit of transmission is s bits; a common value is s = 8. As with CBC, the units of plaintext are chained together, so that the ciphertext of any plaintext unit is a function of all the preceding plaintext. 







· First, consider encryption. The input to the encryption function is a b-bit shift register that is initially set to some initialization vector (IV). 

· The leftmost (most significant) s bits of the output of the encryption function are XORed with the first segment of plaintext P1 to produce the first unit of ciphertext C1, which is then transmitted. 

· In addition, the contents of the shift register are shifted left by s bits and C1 is placed in the rightmost (least significant) s bits of the shift register. 

· This process continues until all plaintext units have been encrypted.

	For decryption, the same scheme is used, except that the received ciphertext unit is XORed with the output of the encryption function to produce the plaintext unit.





Output Feedback Mode

· The output feedback (OFB) mode is similar in structure to that of CFB. 

· As can be seen, it is the output of the encryption function that is fed back to the shift register in OFB, whereas in CFB the ciphertext unit is fed back to the shift register.

























Advantage of OFB:

· One advantage of the OFB method is that bit errors in transmission do not propagate.

· For example, if a bit error occurs in C1 only the recovered value of is P1 affected; subsequent plaintext units are not corrupted.

· With CFB, C1 also serves as input to the shift register and therefore causes additional corruption downstream.

Disadvantage of OFB:

	The disadvantage of OFB is that it is more vulnerable to a message stream modification attack than is CFB. Consider that complementing a bit in the ciphertext complements the corresponding bit in the recovered plaintext. This may make it possible for an opponent, by making the necessary changes to the checksum portion of the message as well as to the data portion, to alter the ciphertext in such a way that it is not detected by an error-correcting code.

Counter Mode

· A counter, equal to the plaintext block size is used. The only requirement is that the counter value must be different for each plaintext block that is encrypted. 

· Typically, the counter is initialized to some value and then incremented by 1 for each subsequent block (modulo 2b where b is the block size). 

· For encryption, the counter is encrypted and then XORed with the plaintext block to produce the ciphertext block; there is no chaining.

· For decryption, the same sequence of counter values is used, with each encrypted counter XORed with a ciphertext block to recover the corresponding plaintext block.





Advantages of CTR mode:

· Hardware and software efficiency: Unlike the three chaining modes, encryption (or decryption) in CTR mode can be done in parallel on multiple blocks of plaintext or ciphertext. 

· Preprocessing: The execution of the underlying encryption algorithm does not depend on input of the plaintext or ciphertext. Therefore, if sufficient memory is available and security is maintained.

·  Random access: The i th block of plaintext or ciphertext can be processed in random-access fashion. With the chaining modes, block Ci cannot be computed until the i - 1 prior block are computed. 

· Provable security: It can be shown that CTR is at least as secure as the other modes discussed in this section.

· Simplicity: Unlike ECB and CBC modes, CTR mode requires only the implementation of the encryption algorithm and not the decryption algorithm. 
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