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INTRODUCTION   

Need for Security – Attacks, Services and Mechanisms – Conventional Encryption:  Classical 

techniques – Modern Techniques – Algorithms - Confidentiality Using Conventional Encryption. 

 

SYMMETRIC ENCRYPTION 

Conventional Symmetric Encryption: Theory of Block Cipher  Design -Feistel Cipher - DES and 

Triple DES-Modes of Operation (ECB,CBC, OFB,CFB)-Strength (or Not) of DES- Modern  

symmetric Encryption: IDEA, Blowfish,  Rijndael (AES) -Key Distribution   

 

PUBLIC-KEY ENCRYPTION AND HASH FUNCTIONS 

Prime Numbers and Testing for Primality-Factoring Large Numbers-RSA, Diffie-Hellman, 

ElGamal - Key Exchange Algorithms -Public-Key Cryptography Standards-Hashes and Message 

Digests-MessageAuthentication:MD5, SHA, RIPEMD, HMAC 

 

AUTHENTICATION 

Digital Signatures, Certificates, User Authentication: Digital Signature Standard (DSS and 
DSA)-Elliptic Curve Cryptosystems-Authentication of Systems : Kerberos V4 & V5  

  

SECURITY SERVICES   

E-mail Security: PGP, S/MIME – IP and Web Security: IPSec and Virtual Private Networks, 

Secure Socket Layer (SSL) – E-Commerce Security: Electronic Payment Systems – Secure 

Electronic Transaction (SET).  

TEXT BOOK: 

1. William Stallings, Cryptography and Network Security: Principles and Practices, Prentice 

Hall,  5
th

 Edition, 2011. 

REFERENCS 

1. Wenbo Mao, Modern Cryptography: Theory and Practice, Prentice Hall, 2004  

2. Richard A. Mollin, An Introduction to Cryptography, Chapman and Hall/CRC, 2001.  

3. B. Schneier, Applied Cryptography, John Wiley and Sons, NY, 1996.  
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Lesson Plan: 

 

Topic 

No 
Topic Name Book to be referred 

No of 

Periods 
# Hours 

UNIT I-INTRODUCTION 

1.  Need for Security – Attacks, Services and 

Mechanisms 

T1 CHAP 1 (31 – 51) 2 2 

2.  Classical  encryption Techniques  T1 CHAP 2 (55 – 82) 4 6 

3.  Block ciphers and data encryption standard T1 CHAP 3(90 – 120) 2 8 

4.  Tutorials  - 1 9 

UNIT II- SYMMETRIC ENCRYPTION 

5.  Advanced encryption standard  T1 CHAP 5(171 –202) 2 11 

6.  Symmetric ciphers- triple DES, Modes of 

operation  

T1 CHAP 6(216 – 233) 1 12 

7.  Stream ciphers –RC4 T1 CHAP 6(256 – 261) 1 13 

8.  Stream ciphers – Blowfish R2 CHAP 6(179-190) 1 14 

9.  Modern Symmetric encryption- IDEA R4 CHAP 13 2 16 

10.  Confidentiality using Symmetric Encryption R1 CHAP 7(199 – 226) 2 18 

11.  Tutorials - 1 19 

UNIT III- PUBLIC-KEY ENCRYPTION AND HASH FUNCTIONS 

12.  Introduction to number theory T1 CHAP 8(267 – 286) 1 20 

13.  Public key cryptography and RSA T1 CHAP 9(290 – 315) 1 21 

14.  Key management and Distribution T1 CHAP 14(436 - 453) 1 22 

15.  Other public Key Cryptosystems – Diffie 

Hellmen Key Exchange, ElGamal 

T1 CHAP 10(325 -332) 2 24 

16.  Cryptographic Hash functions -SHA T1 CHAP 11(351-376) 3 27 

17.  Message authentication  Codes (MAC) – 

HMAC, DAA  

T1 CHAP 12(386- 404) 3 30 

18.  Hash and MAC algorithms – MD5, 
RIPEMD  

R3 CHAP 12(347-371) 2 32 

19.  
Tutorials 

 

- 

1 33 
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UNIT IV- AUTHENTICATION  

20.  Digital signatures – DSS, DSA T1 CHAP 13(420-424) 

T1 CHAP 13(427-430) 

2 35 

21.  X.509 Certificates T1 CHAP 14(453 - 461) 1 36 

22.  Authentication principles T1 CHAP 15( 469 – 476 )  1 37 

23.  Authentication applications- Kerberos V4 & 

V5 

T1 CHAP 15(476 - 493) 2 39 

24.  Tutorials - 1 40 

UNIT V- SECURITY SERVICES  

25.  Web security T1 CHAP 16 (509 - 525) 3 43 

26.  Web security - Secure Electronic Transaction R1 CHAP 17 (549 – 560) 1 44 

27.  E-Mail security  T1 CHAP 18 (591- 627) 3 47 

28.  IP Security T1 CHAP 19(639-662) 3 50 

 

Symbol Expression Meaning 

D, K D(K, Y) Symmetric decryption of ciphertext Y using secret key K. 

D, PRa D(PRa, Y) Asymmetric decryption of ciphertext Y using A's private key PRa 

D,PUa D(PUa, Y) Asymmetric decryption of ciphertext Y using A's public key PUa 

E, K E(K, X) Symmetric encryption of plaintext X using secret key K. 

E, PRa E(PRa, X) Asymmetric encryption of plaintext X using A's private key PRa 

E, PUa E(PUa, X) Asymmetric encryption of plaintext X using A's public key PUa 

K   Secret key 

PRa   Private key of user A 

PUa   Public key of user A 

C, K C(K, X) Message authentication code of message X using secret key K. 

GF(p)   The finite field of order p, where p is prime. The field is defined as 

the set Zp together with the arithmetic operations modulo p. 

GF(2
n
)   The finite field of order 2

n
. 

Mod a mod m Remainder after division of a by m. 



                                                                                                                                                            CSE318 Chapter 1 

5 

 

CHAPTER 1. INTRODUCTION 

Cryptology: 

This is the study of techniques for ensuring the secrecy and/or authenticity of 

information. The two main branches of cryptology are cryptography, which is the study 

of the design of such techniques; and cryptanalysis, which deals with the defeating such 

techniques, to recover information, or forging information that will be accepted as 

authentic. 

Computer Security: 

 The protection afforded to an automated information system in order to attain the 

applicable objectives of preserving the integrity, availability and confidentiality of 

information system resources 

Key Security Concepts: 

 

• Confidentiality (covers both data confidentiality and privacy): preserving authorized 

restrictions on information access and disclosure, including means for protecting personal 

privacy and proprietary information. A loss of confidentiality is the unauthorized 

disclosure of information. 
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• Integrity (covers both data and system integrity): Guarding against improper 

information modification or destruction, and includes ensuring information non-

repudiation and authenticity. A loss of integrity is the unauthorized modification or 

destruction of information. 

• Availability: Ensuring timely and reliable access to and use of information. A loss of 

availability is the disruption of access to or use of information or an information system. 

Two of the additional concepts which are commonly mentioned are: 

• Authenticity: The property of being genuine and being able to be verified and trusted; 

confidence in the validity of a transmission, a message, or message originator. 

• Accountability: The security goal that generates the requirement for actions of an 

entity to be traced uniquely to that entity. 

Levels of Impact: 

We can define three levels of impact on organizations or individuals should there be a 

breach of security (i.e., a loss of confidentiality, integrity, or availability). 

 • Low: The loss could be expected to have a limited adverse effect on organizational 

operations, organizational assets, or individuals. A limited adverse effect means that 

result in minor damage to organizational assets. 

• Moderate: The loss could be expected to have a serious adverse effect on 

organizational operations, organizational assets, or individuals. A serious adverse effect 

means that, for example, the loss might result in significant damage to organizational 

assets. 

• High: The loss could be expected to have a severe or catastrophic adverse effect on 

organizational operations, organizational assets, or individuals. A severe or catastrophic 

adverse effect means that, for example, the loss might result in major damage to 

organizational assets. 
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Computer Security Challenges: 

Computer security is both fascinating and complex. Some of the reasons follow: 

1.   Computer security is not as simple as it might first appear to the novice. The 

requirements   seem to be straightforward, but the mechanisms used to meet those 

requirements can be quite complex and subtle. 

2.  In developing a particular security mechanism or algorithm, one must always consider 

potential attacks (often unexpected) on those security features.  

3.  Hence procedures used to provide particular services are often counterintuitive.  

4.  Having designed various security mechanisms, it is necessary to decide where to use 

them. 

5.  Security mechanisms typically involve more than a particular algorithm or protocol, 

but also require participants to have secret information, leading to issues of creation, 

distribution, and protection of that secret information.  

6.  Computer security is essentially a battle of wits between a perpetrator who tries to find 

holes and the designer or administrator who tries to close them.  

7.  There is a natural tendency on the part of users and system managers to perceive little 

benefit from security investment until a security failure occurs. 

8.   Security requires regular monitoring, difficult in today's short-term environment. 

9.    Security is still too often an afterthought - incorporated after the design is complete. 

10.  Many users / security administrators view strong security as an impediment to 

efficient and    user-friendly operation of an information system or use of 

information. 
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1.2. The OSI Security Architecture 

To evaluate and choose various security products and policies, the manager 

responsible for security needs some systematic way of defining the requirements for 

security and characterizing the approaches to satisfying those requirements.  

The OSI security architecture focuses on security attacks, mechanisms, and 

services. These can be defined briefly as follows: 

• Security attack: Any action that compromises the security of information owned by 

an organization. 

• Security mechanism: A process (or a device incorporating such a process) that is 

designed to detect, prevent, or recover from a security attack. 

• Security service: A communication service that enhances the security of the data 

processing systems. The services are intended to counter security attacks, and they 

make use of one or more security mechanisms to provide the service. 

Threat 

• A potential for violation of security, which exists when there is a circumstance, 

capability, action, or event that could breach security and cause harm. That is, a 

threat is a possible danger that might exploit a vulnerability. 

Attack 

• An assault on system security that derives from an intelligent threat; that is, an 

intelligent act that is a deliberate attempt (especially in the sense of a method or 

technique) to evade security services and violate the security policy of a system. 
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                      Threat                        Attack 

1. An attack tends to be an act which is 

in process.  

2. Threat can be either intentional or 

unintentional. 

3. Threat is a circumstance that has 

potential to cause loss or damage. 

4. Threat to the information system 

doesn’t mean information was altered 

or damaged  

1. A threat tends to be a promise of an 

attack to come. 

2. An attack is intentional.  

3. attack is attempted to cause damage 

4. but attack on the information system 

means there might be chance to alter, 

damage, or obtain information when 

attack was successful. 

1.3. Security Attacks 

• A useful means of classifying security attacks is in terms of passive attacks and 

active attacks.  

• A passive attack attempts to learn or make use of information from the system but 

does not affect system resources.  

• An active attack attempts to alter system resources or affect their operation. 

Passive Attacks 

 Passive attacks are in the nature of eavesdropping on, or monitoring of, 

transmissions. The goal of the opponent is to obtain information that is being transmitted. 

Two types of passive attacks are release of message contents and traffic analysis. 

Release of Message Contents: 

 The release of message contents is easily understood. A telephone conversation, 

an electronic mail message, and a transferred file may contain sensitive or confidential 

information. We would like to prevent an opponent from learning the contents of these 

transmissions. 
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Traffic Analysis: 

 A second type of passive attack, traffic analysis, is a way of masking the contents 

of messages or other information traffic so that opponents, even if they captured the 

message, could not extract the information from the message.  

 The common technique for masking contents is encryption. If we had encryption 

protection in place, an opponent might still be able to observe the pattern of these 

messages.  

 Passive attacks are very difficult to detect because they do not involve any 

alteration of the data. Typically, the message traffic is sent and received in an 

apparently normal fashion and neither the sender nor receiver is aware that a third party 

has read the messages or observed the traffic pattern. 
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Active Attacks: 

 Active attacks involve some modification of the data stream or the creation of a 

false stream and can be subdivided into four categories:  

• masquerade, 

• replay,  

• modification of messages  

• denial of service. 

 A masquerade takes place when one entity pretends to be a different entity. For 

example, authentication sequences can be captured and replayed after a valid 

authentication sequence has taken place, thus enabling an authorized entity with few 

privileges to obtain extra privileges by impersonating an entity that has those privileges. 

 Replay  involves the passive capture of a data unit and its subsequent 

retransmission to produce an unauthorized effect. 
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 Modification of messages simply means that some portion of a legitimate 

message is altered, or that messages are delayed or reordered, to produce an unauthorized 

effect. 

 The denial of service prevents or inhibits the normal use or management of 

communications facilities. This attack may have a specific target; for example, an entity 

may suppress all messages directed to a particular destination (e.g., the security audit 

service). Another form of service denial is the disruption of an entire network, either by 

disabling the network or by overloading it with messages so as to degrade performance. 

• Active attacks present the opposite characteristics of passive attacks.  

•  passive attacks are difficult to detect, measures are available to prevent their 

success.  

• It is quite difficult to prevent active attacks absolutely, because of the wide 

variety of potential physical, software, and network vulnerabilities.  

• The goal is to detect active attacks and to recover from any disruption or delays 

caused by them. If the detection has a deterrent effect, it may also contribute to 

prevention. 
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1.4. Security Services 

 A processing or communication service that is provided by a system to give a 

specific kind of protection to system resources; security services implement security 

policies and are implemented by security mechanisms. 
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AUTHENTICATION 

             The assurance that the communicating entity is the one that it claims to be.  

Peer Entity Authentication  

Used in association with a logical connection to provide confidence in the identity of the 

entities connected. 

ACCESS CONTROL 

              The prevention of unauthorized use of a resource (i.e., this service controls who 

can have access to a resource, under what conditions access can occur, and what those 

accessing the resource are allowed to do). 

DATA CONFIDENTIALITY 

             The protection of data from unauthorized disclosure. 

DATA INTEGRITY 

             The assurance that data received are exactly as sent by an authorized entity (i.e., 

contain no modification, insertion, deletion, or replay). 

NONREPUDIATION 

              Nonrepudiation prevents either sender or receiver from denying a transmitted 

message. Thus, when a message is sent, the receiver can prove that the alleged sender in 

fact sent the message. Similarly, when a message is received, the sender can prove that 

the alleged receiver in fact received the message. 

• Authentication is concerned with assuring that a communication is authentic. 

Two specific authentication services are defined in X.800: Peer entity 

authentication: provides corroboration of the identity of a peer entity in an 

association; and Data origin authentication: provides corroboration of the source 

of a data unit. 

• Access control is the ability to limit and control the access to host systems and 

applications via communications links. 

• Confidentiality is the protection of transmitted data from passive attacks, and the 

protection of traffic flow from analysis. 

• Integrity assures that messages are received as sent, with no duplication, 

insertion, modification, reordering, replay, or loss. 
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• Availability is the property of a system/resource being accessible and usable upon 

demand by an authorized system entity, according to performance specifications 

for the system. 

Security Mechanism: 

“Security Mechanism” which are the specific means of implementing one or more 

security services.  

SPECIFIC SECURITY MECHANISMS:  

 May be incorporated into the appropriate protocol layer in order to provide some 

of the OSI security services. 

 

Encipherment:      The use of mathematical algorithms to transform data into a form that 

is not readily intelligible. 

 

Digital signatures:Data appended to, or a cryptographic transformation of, a data unit  

           that allows a recipient of the data unit to prove the source and   

           integrity of the data unit and protect against forgery 

 

Access controls:    A variety of mechanisms that enforce access rights to resources. 

 

Data integrity:      A variety of mechanisms used to assure the integrity of a data unit or 

stream of data units. 

 

Authentication exchange:  A mechanism intended to ensure the identity of an entity by  

              means of information exchange. 

 

Traffic padding:  The insertion of bits into gaps in a data stream to frustrate traffic  

          analysis attempts. 
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Routing control:   Enables selection of particular physically secure routes for certain  

           data and allows routing changes, especially when a breach of   

           security is suspected. 

 Notarization:       The use of a trusted third party to assure certain properties of a data  

          exchange. 

 

PERVASIVE SECURITY MECHANISMS  

 Mechanisms that are not specific to any particular OSI security service or protocol 

layer. 

 

Trusted Functionality: That which is perceived to be correct with respect to some    

criteria (e.g.,as established by a security policy). 

 

Security Label:             The marking bound to a resource (which may be a data unit) that  

          names or designates the security attributes of that resource. 

 

Event Detection:           Detection of security-relevant events.  

1.6. A Model for Network Security 

A message is to be transferred from one party to another across some sort of 

internet. The two parties, who are the principals in this transaction, must cooperate for the 

exchange to take place. A logical information channel is established by defining a route 

through the internet from source to destination and by the cooperative use of 

communication protocols (e.g., TCP/IP) by the two principals. 
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Figure 1.5. Model for Network Security 

 

This model for Network security requires us to:  

1. design a suitable algorithm for the security transformation  

2. generate the secret information (keys) used by the algorithm  

3. develop methods to distribute and share the secret information  

4. specify a protocol enabling the principals to use the transformation and secret 

information for a security service  

Model for Network Access Security: 

  
This model requires us to:  

1. Select appropriate gatekeeper functions to identify users  

2. Implement security controls to ensure only authorised users access designated 

information or resources. 

                  ******** 


