
                                                                                     

 

 CHAPTER 5.  ADVANCED ENCRYPTION STANDARD 

 

• AES is a symmetric block cipher that is intended to replace DES for commercial 

applications. It uses a 128-bit block size and a key size of 128, 192, or 256 bits. 

• AES does not use a Feistel structure. Instead, each full round consists of four separate 

functions:  

� Byte substitution 

� permutation 

� arithmetic operations over a finite field 

� XOR with a key 

 5.1. Evaluation Criteria For AES 

• The principal drawback of 3DES is that the algorithm is that  it has three times as 

many rounds as DES, is correspondingly slower. 

• A secondary drawback is that both DES and 3DES use a 64-bit block size. For 

reasons of both efficiency and security, a larger block size is desirable. 

 Advanced Encryption Standard (AES), which should have security strength equal 

to or better than 3DES and significantly, improved efficiency. AES must be a symmetric 

block cipher with a block length of 128 bits and support for key lengths of 128, 192, and 

256 bits. 

 NIST selected Rijndael as the proposed AES algorithm. The two researchers who 

developed and submitted Rijndael for the AES are both cryptographers from Belgium: 

Dr. Joan Daemen and Dr. Vincent Rijmen. 

 

 



                                                                                     

 

AES Evaluation 

•  security – effort for practical cryptanalysis  

•  cost – in terms of computational efficiency  

•  algorithm & implementation characteristics 

5.2. The AES Cipher 

• The Rijndael proposal for AES defined a cipher in which the block length and the key 

length can be independently specified to be 128, 192, or 256 bits.  

• The input to the encryption and decryption algorithms is a single 128-bit block. This 

block is depicted as a square matrix of bytes.  

• This block is copied into the State array, which is modified at each stage of 

encryption or decryption. 

• After the final stage, State is copied to an output matrix. 

• Similarly, the 128-bit key is depicted as a square matrix of bytes. 

• This key is then expanded into an array of key schedule words; each word is four 

bytes and the total key schedule is 44 words for the 128-bit key. 

 The ordering of bytes within a matrix is by column. So, for example, the first four 

bytes of a 128-bit plaintext input to the encryption cipher occupy the first column of the 

in matrix, the second four bytes occupy the second column, and so on. Similarly, the first 

four bytes of the expanded key, which form a word, occupy the first column of the w 

matrix. 



                                                                                     

 

 



                                                                                     

 

 

        The key that is provided as input is expanded into an array of forty-four 32-bit 

words, w[i]. Four distinct words (128 bits) serve as a round key for each round. 

1. Four different stages are used, one of permutation and three of substitution: 

• Substitute bytes: Uses an S-box to perform a byte-by-byte substitution of the 

block 

• ShiftRows: A simple permutation 

• MixColumns: A substitution that makes use of arithmetic over GF(2
8
) 

• AddRoundKey: A simple bitwise XOR of the current block with a portion of 

the    expanded key 

2. The structure is quite simple. For both encryption and decryption, the cipher begins 

with an AddRoundKey stage, followed by nine rounds that each includes all four 

stages, followed by a tenth round of three stages. 

 



                                                                                     

 

 

1. The AddRoundKey stage is, in effect, a form of Vernam cipher and by itself 

would not be formidable.  

2. The other three stages together provide confusion, diffusion, and nonlinearity, 

but by themselves would provide no security because they do not use the key.  

3. We can view the cipher as alternating operations of XOR encryption 

(AddRoundKey) of a block, followed by scrambling of the block (the other three 

stages), followed by XOR encryption, and so on.  

4. This scheme is both efficient and highly secure. 

 

 



                                                                                     

 

Substitute Bytes Transformation 

• AES defines a 16 x 16 matrix of byte values, called an S-box that contains a 

permutation of all possible 256 8-bit values. 

• Each individual byte of State is mapped into a new byte in the following way: The 

leftmost 4 bits of the byte are used as a row value and the rightmost 4 bits are used 

as a column value. 

• For example, the hexadecimal value
 
{95} references row 9, column 5 of the S-box, 

which contains the value {2A}. Accordingly, the value {95} is mapped into the 

value {2A}. 

 



                                                                                     

 

 

ShiftRows Transformation 

• The first row of State is not altered. 

• For the second row, a 1-byte circular left shift is performed. 

• For the third row, a 2-byte circular left shift is performed. 

• For the fourth row, a 3-byte circular left shift is performed. 

The following is an example of ShiftRows: 

87 F2 4D 97   87 F2 4D 97 

EC 6E 4C 90 ����  6E 4C 90 EC 

4A C3 46 E7   46 E7 4A C3 

8C D8 95 A6   A6 8C D8 95 



                                                                                     

 

 The inverse shift row transformation, called InvShiftRows, performs the circular 

shifts in the opposite direction for each of the last three rows, with a one-byte circular 

right shift for the second row, and so on. 

 

MixColumns Transformation 

• The forward mix column transformation, called MixColumns, operates on each 

column individually.  

• Each byte of a column is mapped into a new value that is a function of all four bytes 

in that column. 
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 Each element in the product matrix is the sum of products of elements of one row 

and one column. 

 S’0,j= (2•S0,j) �  �3 • ��,� � �  (1•S2,j) �  (1•S3,j)  

 S’1,j= (1•S0,j) �  �2 • ��,� � �  (3•S2,j) �  (1•S3,j)  

 S’2,j= (1•S0,j) �  �1 • ��,� � �  (2•S2,j) �  (3•S3,j)  

 S’3,j= (3•S0,j) �  �1 • ��,� � �  (1•S2,j) �  (2•S3,j)  



                                                                                     

 

 ��02�. �87��       ��03�. �0!��    �46�                �$6�                % �47� 
            {87}      ��02�. �6!��    ��03�. �46��   �$6�                % �37� 
            {87}                 �6!�       ��02�. �46��   ��03�. �$6��  % �94�     
   ({03}.{87})               �6!�                    �46�    ��02�. �$6��  % �!'� 
For the first equation, we have  

{02} · {87}  = (0000 1110)    (0001 1011) = (0001 0101);  

 {03} · {6E} = {6E}  ({02} · {6E}) = (0110 1110)    (1101 1100) = (1011 0010). 

 Then 

  {02} · {87} = 0001 0101   

  {03} · {6E} = 1011 0010   

  {46} = 0100 0110   

  {A6} = 1010 0110 
 

      0100 0111 = {47} 
 

{ Refer page number 161 for the above calculation 

 

To multiply  {02}.{87} 

{87} = 1000 0111   

in this value the value of  b7 = 1 so taking 1 bit left shift XOR with 0001 1011 

 



                                                                                     

 

                                   0000  1110 

                                   0001  1011 

             (02}.{87} =   0001  0101 

If the value of b7=0 just do the 1 bit left shift. That’s all. 

 

To multiply {03} 

{03} . {6E}    = {6E}  �02�. �6!� 
   

So {02}.{6E} = 0110  1011 here the msb is 1 so we are taking1 bit left shift 

   {02}.{6E} = b6b5b4b3b2b1b00  =   1101   0110 

                  {01}.{6E} =    {6E} =   0110   1110 

                                                         1011   0010   

 

AddRoundKey Transformation 

• In the AddRoundKey transformation, the 128 bits of State are bitwise XORed with the 

128 bits of the round key.  

• The operation is viewed as a columnwise operation between the 4 bytes of a State column 

and one word of the round key; it can also be viewed as a byte-level operation.  

• The following is an example of AddRoundKey: 

  

47 40 A3 4C  AC 19 28 57  EB 59 8B 1B   

37 D4 70 9F   77 FA D1 5C = 40 2E A1 C3   

94 E4 3A 42  66 DC 29 00  F2 38 13 42   

ED A5 A6 BC  F3 21 41 6A  1E 84 E7 D2   

 



                                                                                     

 

The first matrix is State, and the second matrix is the round key. 

AES Key Expansion 

• The AES key expansion algorithm takes as input a 4-word (16-byte) key and produces a 

linear array of 44 words (176 bytes).  

• This is sufficient to provide a 4-word round key for the initial AddRoundKey stage and 

each of the 10 rounds of the cipher.  

• The following pseudocode describes the expansion: 

KeyExpansion (byte key[16], word w[44]) 

{ 

    word temp 

    for(i=0;i<4;i++) w[i] = (key[4*i], 

 key[4*i+1], 

                                   key[4*i+2], 

                                   key[4*i+3]); 

      for(i=4;i<44;i++) 

    { 

     temp = w[I  1]; 

     if (i mod 4 = 0) temp = SubWord(RotWord(temp))                                                                                                                       Rcon[i/4]; 

     w[i] = w[i4] ( temp 
    } 

• The key is copied into the first four words of the expanded key. The remainder of the 

expanded key is filled in four words at a time.  

• Each added word w[i] depends on the immediately preceding word, w[i 1], and the word 

four positions back,w[i 4].  

• In three out of four cases, a simple XOR is used. For a word whose position in the w 

array is a multiple of 4, a more complex function is used. The function g consists of the 

following subfunctions: 

1. RotWord performs a one-byte circular left shift on a word. This means that an input word 

[b0, b1, b2, b3] is transformed into [b1, b2, b3, b0]. 

2. SubWord performs a byte substitution on each byte of its input word, using the S-box. 

3. The result of steps 1 and 2 is XORed with a round constant, Rcon[j]. 

 



                                                                                     

 

 

• The round constant is a word in which the three rightmost bytes are always 0. 

•  Thus the effect of an XOR of a word with Rcon is to only perform an XOR on the 

leftmost byte of the word.  

• The round constant is different for each round and is defined as Rcon[j] = (RC[j], 0, 0, 0), 

with RC[1] = 1, RC[j] = 2 · RC[j - 1] and with multiplication defined over the field 

GF(2
8
).  

• The values of RC[j] in hexadecimal are 

J 1      2 3 4 5 6 7 8 9 10 

RC[j] 01 02 04 08 10 20 40 80 1B 36 



                                                                                     

 

For example, suppose that the round key for round 8 is 

                  EA  D2  73  21  B5  8D  BA  D2  31  2B  F5  60  7F  8D  29  2F 

Then the first 4 bytes (first column) of the round key for round 9 are calculated as follows: 

i 

(decimal

) 

Temp After 

RotWord 

After 

SubWord 

Rcon (9) After 

XOR with 

Rcon 

w[i 4] w[i] = 

temp 

w[i 4] 

36 7F8D292

F 

8D292F7

F 

5DA515D

2 

1B00000

0 

46A515D

2 

EAD2732

1 

AC7766F

3 
 

 

Refer  this link for AES Animation:  

http://www.cs.bc.edu/~straubin/cs381-05/blockciphers/rijndael_ingles2004.swf 


